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PROBLEM TO BE SOLVED* To provide a data recording and reproducing technique for 
a write- once type optical disk which can surely prohibit the reutilization of plaintext 
data after decoding without expecting the morality on a reproducing side user and can 
therefore assure the security in all stages from recording to reproducing. 
SOLUTION: In writing data to the write-once type optical disk, the data is written by 
adding a prescribed confidential flag to the data and when the writing data is 
reproduced, the presence or absence of the confidential flag is inspected. When the 
presence of the confidential flag is detected, the operation relating to the formation of 
the copy of the data is restricted. The reutilization of the reproduced data may be 



obstructed and the security in the reproduction stage assured. 
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* NOTICES * 
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the original precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] The data-logging playback approach for write-once mold optical disks 
characterized by to include the duplicate limit process of restricting the actuation 
about generation of the duplicate object of said data when reproduce said write-in 
data, and the existence of said secret flag inspects and existence of a secret flag is 
detected [ the write-in process which adds and writes a secret predetermined flag in 
said data in case data are written in a write-once mold optical disk, and ]. 
[Claim 2] The data-logging playback approach for write-once mold optical disks 
according to claim 1 characterized by providing further the access-restriction 
process which restricts access to this optical disk based on the security information 
stored in the system area of said optical disk. 

[Claim 3] The data regenerative apparatus for write-once mold optical disks 
characterized by having a judgment means to judge whether the secret predetermined 
flag is contained in the data read from the write-once mold optical disk, and a 
prohibition means to forbid the actuation about generation of the duplicate object of 
said data when existence of a secret flag is judged by this judgment means. 
[Claim 4] The record medium characterized by storing the program for realizing a 
judgment means to judge whether the secret predetermined flag is contained in the 
data read from the write-once mold optical disk, and a prohibition means to forbid the 
actuation about generation of the duplicate object of said data when existence of a 
secret flag is judged by this judgment means. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the data-logging playback approach 
for write-once mold optical disks, a data regenerative apparatus, and a record medium. 
It is related with the data-logging playback approach, data regenerative apparatus, and 
record medium which are applied to the write-once mold optical disk represented in 
detail by CD-R (Compact Disc Recordable) which can write in data only once. 
[0002] 

[Description of the Prior Art] CD-ROM (Compact Disc Read Only Memory) is used 
abundantly at the distribution medium of electronic data, such as various contents 
and a computer program, the optical disk unit of the write-once (postscript is 
possible) mold as for which elimination or overwrite of data are not made to little 
sample version CD and private CD of the number of distribution (the number of 
manufactures) although CD-ROM is a duplicate object manufactured by press molding 
etc. from the master CD which recorded electronic data and it is mainly used for the 
media of large quantity distribution — CD-R is used typically. CD-R has the 
difference on CD-ROM and structure between transparent disk substrates and 
reflecting layers (detailed structure is mentioned later.) in that it has the recording 
layer which consists of organic coloring matter, irradiates high power laser at the 
recording layer concerned using the recording device (CD-R writer) of dedication, and 
can record information in a user phase by forming an information pit in the recording 
layer concerned by the thermal reaction. 

[0003] CD-R is the record medium of the write-once mold which cannot perform 
elimination or overwrite of data as above-mentioned. That is, elimination and rewriting 
of data which were written in once are impossible. Therefore, since it has the 



outstanding advantage that elimination and the alteration of data by the inaccurate 
person can be prevented certainly, the position as a record medium indispensable to 
applications, such as storage of electronic data which requires especially secrecy, and 
distribution, today has been established, but on the other hand, although read-out of 
recording information of CD-R is free therefore, it also has the fault that informational 
unjust read-out or an informational illegal copy cannot be prevented. 
[0004] Then, what is enciphered and recorded in case the data which require secrecy 
are recorded, for example, as shown in drawing 16 is performed. In drawing, the 
plaintext data 100 are data of the "student" before encryption, for example, are data 
of the text format which has readability. When invisibility— izing this plaintext data 100 
and recording it, it changes into the encryption data 102 first using the predetermined 
encryption tool 101. Although especially the method of encryption is not limited, it is a 
common key system using a key common to a cryptographic key and a decode key. 
Hereafter, on behalf of this key, it is made a "cryptographic key." Therefore, when you 
tell a cryptographic key to below, suppose that a decode key is also meant. 
[0005] Now, the enciphered data (it sets to drawing and is the encryption data 102) 
are invisible data, since they are insurance (in computational complexity insurance) 
even if it distributes them as it is, by writing this encryption data 102 in CD-R103, can 
prevent unjust reading of data and can maintain security. In the case of playback, if 
the encryption data 104 are read from CD-R1 and it returns to the plaintext data 106 
using the predetermined decode tool 105, it is good (if it decodes). 
[0006] 

[Problem(s) to be Solved by the Invention] However, if it is in the above-mentioned 
security countermeasures, reuse of the data after decode (plaintext data 106) is free, 
and the inconvenience of being obtained only in the condition of having been chiefly 
stored in CD-R103 has the effectiveness of data integrity. That is, about the plaintext 
data 106 after being read from CD-R103 and decoding, security did not start at all but 
the data integrity to this plaintext data 106 had the trouble that a playback side user's 
morals only had to be expected. 

[0007] therefore — without it expects from a playback side user's morals the 
technical problem which this invention tends to solve — reuse of the plaintext data 
after decode — certain — forbidding — with — **** — it is in offering the 
data-logging playback technique for write-once mold optical disks in which the 
security of all the phases from record to playback is securable. 
[0008] 

[Means for Solving the Problem] The data-logging playback approach according to 



claim 1 for write-once mold optical disks is characterized by to include the duplicate 
limit process of restricting the actuation about generation of the duplicate object of 
said data, when reproduce said write-in data, and the existence of said secret flag 
inspects and existence of a secret flag is detected [ the write-in process which adds 
and writes a secret predetermined flag in said data in case data are written in a 
write-once mold optical disk, and ]. According to this, if a secret predetermined flag is 
detected at the time of playback of data, generation of the duplicate object of 
playback data will be restricted. The data-logging playback approach for write-once 
mold optical disks according to claim 2 is characterized by providing further the 
access-restriction process which restricts access to this optical disk based on the 
security information stored in the system area of said optical disk in the data-logging 
playback approach for write-once mold optical disks according to claim 1. According 
to this, based on the security information stored in the state of invisibility, access to 
an optical disk is restricted to the system area of an optical disk. The data 
regenerative apparatus for write-once mold optical disks according to claim 3 is 
characterized by having a judgment means to judge whether the secret predetermined 
flag is contained in the data read from the write-once mold optical disk, and a 
prohibition means to forbid the actuation about generation of the duplicate object of 
said data when existence of a secret flag is judged by this judgment means. According 
to this, if a secret predetermined flag is detected at the time of playback of data, 
generation of the duplicate object of playback data will be forbidden. A record medium 
according to claim 4 is characterized by storing the program for realizing a judgment 
means to judge whether the secret predetermined flag is contained in the data read 
from the write-once mold optical disk, and a prohibition means to forbid the actuation 
about generation of the duplicate object of said data when existence of a secret flag is 
judged by this judgment means. According to this, said judgment means and a 
prohibition means are realized by organic association with the hardware resource and 
this program containing a microcomputer. 
[0009] 

[Embodiment of the Invention] Hereafter, the gestalt of operation of this invention is 
explained to a detail with reference to a drawing. In addition, instantiation of the 
notation of the specification thru/or example and numeric value of various details in 
the following explanation, or a character string and others is reference to the last for 
making thought of this invention clear, and it is clear that its the thought of this 
invention is not limited by those all or parts. Moreover, although the explanation 
covering the details is avoided about Following "a circumferential governor term" 



term The well-known technique, a well-known procedure, well-known architecture, 
and well-known circuitry, this is also for giving explanation brief and does not 
eliminate intentionally all or a part of these Governor Shu term. Since it is this the Shu 
Governor term at the application event of this invention and this contractor can just 
be going to know it, naturally it is contained in the following explanation. 
[0010] First, the utilization gestalt of the write-once mold optical disk (henceforth 
"CD-R") of this operation gestalt is explained roughly. Drawing 1 is the utilization 
mimetic diagram of CD-R1 of this operation gestalt. Three phases, the manufacture 
phase of CD-R1 by the manufacturer (manufacturer), the record phase of data of 
requiring the secrecy to CD-R1 concerned by User A, and the playback phase that 
reads data from recorded CD-R1 concerned by User B, and is reproduced, are shown 
by this drawing. 

[001 1] Although it becomes clear also from next explanation, in (1) manufacture phase, 
the identification information (henceforth "ID information") of a proper and the 
cryptographic key (what serves as a decode key) in a predetermined cipher system 
are electronically recorded on CD-R1, and are shipped to CD-R1. The record location 
of ID information and a cryptographic key is a location (system area; about field 
structure, it mentions later.) where direct access from a user is not permitted. (2) 
Judge whether it is that (henceforth a "support disk") from which CD-R1 concerned 
was made from ID information on the CD-R1 by a predetermined manufacturer or the 
predetermined manufacturer registered beforehand in the record phase. When it is a 
support disk, while adding predetermined "secret flag" to record data, record data 
(what added the secret flag) are enciphered using the cryptographic key currently 
written in CD-R1, and the encryption data is recorded on CD-R1. (3) While carrying 
out user authentication using ID information on CD-R1 and approving decode 
processing of encryption data only to a registered user (user who knows ID 
information), when reusing duplicate processing of a decode copy of data, 
preservation, etc. by performing, judge the existence of "the secret flag" in record 
data, and, in with a secret flag, carry out [ reuse / above-mentioned ] forcible 
interruption in refusal, for example, copy actuation and preservation actuation, in a 
playback phase. 

[0012] In these three phases, the device for giving security to CD-R1 ** ID 
information and a cryptographic key were written in the system area of CD-R1 at the 
time of manufacture, ** At the time of record by User A, "the secret flag" was added 
to record data, ** Record data (with a secret flag) are enciphered at the time of this 
record, and it was made to write in CD-R1 . ** At the time of playback by User B, user 



authentication using ID information is performed and decode of encryption data was 
permitted only to the registered user, ** When reuse of decode data is performed at 
the time of this playback, be in judging the existence of a secret flag and having been 
made to carry out forcible interruption of the reuse actuation in with a secret flag. 
[0013] ** ID information is used for the user authentication at the time of data 
playback, and the cryptographic key of ** is used for the decode of encryption data 
performed by a data encryption and the registered user. These ID information and 
cryptographic keys are the "hiding data" which were written in the field (system area) 
to which user access is not permitted among the record sections of CD-R1 and which 
were invisibility— ized so to speak. ** ID information is used also for the judgment of 
the support disk at the time of data writing again. As aforementioned, a support disk is 
CD-R1 made by a predetermined manufacturer or the predetermined manufacturer 
registered beforehand, and means in accuracy that it is the special disk (CD-R1) 
"supported" the cure against reuse prohibition of the data after decode performed 
using "a secret flag." 

[0014] Here, a secret flag may be data of a flag format as the identifier, and may be 
another formats other than a flag. The point that it should mind is to have to 
secrecy-ize existence of a secret flag (or what is equivalent to a secret flag) to a user. 
Since a possibility that the location of a flag may be detected generally cannot be 
denied when investigated as a round robin although the data of a flag format are 1 bit 
data of a binary logic (it is also called a boolean mold.) and temporary secrecy-izing is 
possible by making the bit position secret, it is desirable to consider as the data which 
took a positive cure against secrecy-ized like digital watermarking desirably. Digital 
watermarking means what predetermined message information is hidden in one or 
more domains of the frequency of the original data, space, or time amount for (it 
embeds), without spoiling the quality of original data. A secret flag is used in a 
playback phase as a check flag for forbidding reuse (plaintext data being copied and 
saved at other record media; it also being called duplicate actuation.) of the plaintext 
data after decode, without it can also take the security countermeasures of the 
plaintext data after decode and is dependent on the morals of the playback side user 
who is the technical problem of the invention in this application in addition to the 
security of CD-R1 by encryption data by this — reuse of the plaintext data after 
decode — it can forbid — with — **** — the write-once mold optical disk which can 
secure the security of all the phases from record to playback can be offered. 
[0015] Hereafter, an example is given and explained about a configuration and an 
operation required for the above-mentioned technical-problem achievement. Drawing 



2 is the external view (a) and its important section enlarged drawing (b) of CD-R1 in 
this operation gestalt. Setting to these drawings, CD-R1 is the diameter of 12cm 
(there is also a thing with a diameter of 8cm.). Hereafter, it is a thing with a diameter of 
12cm and explains. It has the shape of a disk and with a diameter of 15mm center hall 
1a is formed in the core of a disk. The distance from the core TO of a disk to the wall 
(disk common-law marriage T1) of center hole 1a 7.5mm, The distance from TO to the 
disk rim T7 is 60mm. Among these T1-T7 Two or more concentric record sections, 
That is, they are PCA (Power Calibration Area), PMA (Program Memory Area), and a 
lead-in groove (it has abbreviated to "RI" by a diagram.) to the order from the inner 
circumference side of a disk. Data area (it has abbreviated to "UA" by a diagram.) And 
lead-out (it has abbreviated to "RO" by a diagram.) Each field is prepared. 
[001 6] When each field is outlined, PCA located in T2 - T3 is a trial writing field for the 
laser adjustment on the strength performed in case data are recorded on CD-R1. 
Generally about 100 times of this trial writing are possible, and it consumes the field of 
one batch by at least 1 time of data logging. PMA located in T3 - T four is a field 
where the track number and initiation/termination location are saved temporarily, 
when there is a truck of the session which is not closed yet by CD-R1. The lead-in 
groove (RI) located in T-four-T5 is a field in the head (inner circumference side of a 
disk) of a session truck, and is a field where TOC (the number of trucks currently 
recorded on Table OfContents:CD t a starting position, and the die length of the sum 
total of a data area) of a session is saved. A closing of a session writes the information 
saved at PMA temporarily in this lead-in groove (RI). 

[001 7] The data area (UA) located in T5-T6 is a field in which data are actually written 
in a user phase. The storage capacity of data is about 680 M bytes (a thing with a 
diameter of 8cm a maximum of about 1 90 M bytes) of max, and if this storage capacity 
is expressed with sound recording time amount, it will become in the maximum about 
74 minutes (a thing with a diameter of 8cm a maximum of about 21 minutes), a data 
area (UA) is managed by the logical block of the predetermined size (2 K bytes) unit 
which continues from immediately the back of a lead-in groove (RI) — having — 
coming — **** — every logical block — a maximum of [ 0 to ] — LBN (Logical Block 
Number) to about 330000 is assigned. The lead-out (RO) located in T6-T7 is a field in 
the last (periphery side of a disk) of a session, and is a field which shows that the last 
of a data area (UA) was reached. 

[0018] The location on the disk of each [ these ] field is standardized except for T3. 
That is, the location where T2 separated from TO 22.5mm, the location where T four 
separated from TO 23mm, the location where T5 separated from TO 25mm, and T6 are 



prescribed to become the location distant from TO 58mm. In addition, although the 
same sign (T7) shows the disk rim and the termination location of lead-out (RO) by a 
diagram, this is the convenience of a graphic display. The actual termination location 
of lead-out (RO) turns into a location distant from TO 58.5mm. The following, as long 
as there is no notice, T7 shall express the termination location of lead-out (RO). 
Incidentally, initiation and the termination location (T6 and T7) of lead-out (RO) 
change according to the amount of the data recorded on CD-R1. The 
above-mentioned actual value (T6=58mm, T7=58.5mm) is a thing when making the 
amount of stored data into max. 

[0019] Drawing 3 is cross-section structural drawing of CD-R1. CD-R1 is transparent, 
on substrate 1b which consists of an ingredient (for example, plastics) which was 
excellent in thermal resistance, moisture resistance, and a moldability, and was 
equipped with necessary optical properties (a refractive index, birefringence, etc.), 
carries out the laminating of the protective layer 1e which consists of hard material, 
such as 1d of reflecting layers, resin, etc. which consist of metallic materials, such as 
recording layer 1c which consists of organic coloring matter, and aluminum, and is 
formed. The thickness of the whole cross section is 1.2mm. 

[0020] The point that the point of having recording layer 1c, and 1f of spiral guide rails 
called a wobbles groove between recording layer 1c and substrate 1b are formed has 
the difference in structure with CD-ROM. Record of the data to CD-R1 irradiates the 
powerful laser for record along with 1f of guide rails from the background of substrate 
1b, and is performed by heating recording layer 1c and forming an information pit (Pit: 
a part for the physical deformation affected zone for modulating the laser reflected 
light for playback). 1f of guide rails is continuously formed toward the periphery side 
(from a periphery side to or an inner circumference side) in the way of a picture drawn 
without lifting the brush from the paper from the inner circumference side of a disk, 
the width of face of 1f of guide rails is about 0.5-0.7 micrometers, and spacing is about 
1.6 micrometers. Data logging in a user phase is performed along with 1f of guide rails 
by forming an information pit in recording layer 1c of a guide rail 1f (or land between 1f 
of guide rails) directly under. In addition, although it sees from the background of 
CD-R1, a part for a land (crest) and a crevice is called groove (trough) for a part for 
heights of 1f of guide rails and the part of a trough is generally called wobbles group, a 
crest and a trough are not distinguished on these descriptions. 
[0021] Here, the role of 1 of 1f of guide rails is to hold the timing information for 
controlling the rotational speed of a disk at the time of data logging of a user phase. 1f 
of guide rails is formed in the configuration which moves in a zigzag direction with a 



predetermined period (for example, period equivalent to 22.05kHz) (it is also called 
"wobbling".) for this role. At the time of record of data, the optical pickup at the time 
of data logging and the relative velocity between disks are kept constant by tracing 
this meandering by the optical pickup, detecting a period, and controlling the rotational 
speed of a disk so that that detection period becomes fixed. Other roles of 1f of guide 
rails are to hold various disk information including the positional information of each 
record section on a disk (PCA, PMA, RI, UA, and RO). Disk information is also called 
ATIP (Absolute Time In Pregroove: call it a common name "A chip".), and various 
information other than the above-mentioned positional information, such as the 
record laser reinforcement and disk rotational speed of criteria, an application code, 
or a disk type, is included in ATIP. 

[0022] Drawing 4 is the format conceptual diagram of each record section of CD-R1. 
In this drawing, PCA, PMA, a lead-in groove (RI), a data area (UA), and lead-out (RO) 
correspond to the same name part in drawing 2 (b), respectively. Although especially 
the size (information write-in possible capacity) of PCA and PMA is not decided, 
about 3.5 M bytes is secured by the initial complement corresponding to the 
above-mentioned count of trial writing (generally about 100 times), or the count of the 
memory of session information, for example, PCA, and the capacity of about 2 M bytes 
is secured by PMA. Incidentally, the starting position (T2) of PCA and the starting 
position (T3) of PMA can be expressed in writing from such instantiation capacity with 
the location for "T2=T-four-about 35 seconds", and the location for 
"T3=T-four-about 13 seconds" on the basis of the starting position (T four) of the 
standardized lead-in groove (RI). 

[0023] Since it is a trial writing field at the time of PCA performing data logging, and 
the field which stores temporarily the session information by which PMA is not closed 
as stated above, these two fields (PCA/PMA) are fields used only at the time of data 
logging (access). On the other hand, since it is the field which records as TOC the 
session information by which the lead-in groove (RI) was closed, the field where, as 
for a data area (UA), data are written in actually, and the field where lead-out (RO) 
specifies the end of a data area, these three fields (a lead-in groove / data area / 
lead-out) are fields used at both times of data logging and playback (access). 
[0024] On the other hand, if all these fields are seen in respect of the access ease 
from a user that is The reader of CD-R1 If it evaluates in respect of the ability of the 
content of storage to be easily accessed using the usual tools (file system on the 
operating system typically carried in the personal computer concerned etc.) from 
users, such as a personal computer which it had Although complete grasp of the 



content of storage is possible though natural about a data area (UA), content grasp of 
other fields (PCA, PMA, a lead-in groove, and lead-out) is impossible. 
[0025] Of course, since such a tool is difficult to receive for a general user, if it is 
possible if a special tool is used, but utilization of the exceptional tool to apply is 
removed, it can be said that other fields other than a data area (PCA, PMA, a lead-in 
groove, and lead-out) are special fields where only access from a system was 
permitted. On these descriptions, this special field is called "system area" and the 
thing of the field where access from a user was permitted is called "user area." That 
is, a user area, other PCA, PMA, a lead-in groove (RI), and lead-out (RO) of a data 
area (UA) are system areas. 

[0026] The proper information on CD-R1 (henceforth "ID information") and 
predetermined cryptographic key information are written in a part of system area in a 
manufacture phase as CD-R1 in the gestalt of this operation was explained previously. 
Although it is desirable to have a unique value (value not overlapping) covering the 
total number of manufactures of CD-R1 as for ID information, since there is concern 
whose information bit forms many bits and presses the storage capacity of a system 
area when the number of manufactures becomes huge, it is good also as different 
information for every manufacture lot, every production line, and every manufacture 
stage. 

[0027] This ID information is used for access collating to CD-R1 in a user phase so 
that it may mention later. For example, the input of ID is required with the application 
which reproduces data, coincidence with inputted ID and ID currently written in the 
system area is judged, and, only in coincidence, access is permitted. The playback and 
the duplicate of data by the inaccurate user (user who does not know ID) can be 
prevented by this, and runoff of data and the appearance of an inaccurate product can 
be avoided. 

[0028] Advice to the user of ID information written in CD-R1 must be performed to 
every [ of each CD-R1 ] purchaser (or normal acquisition person). For example, if ID 
information written in a certain CD-R1 (it considers as "Disk A" for convenience 
hereafter.) is assumed to be "abcdef", the means of a document thru/or others will 
notify the ID information ("abcdef") concerned to the purchaser or normal acquisition 
person of Disk A. As this means, the slip which indicated the ID information ("abcdef") 
concerned may be put in into the package (plastics case which stored Disk A) of Disk 
A, for example, and you may tell orally at the time of the purchase of Disk A etc. In 
addition, what is necessary is just to be, able to transmit to a user ID information 
written in CD-R1 at the time of shipment in short at accuracy, although various 



means can be considered. 

[0029] The key information written in a system area together in a manufacture phase 
on the other hand is used in order to encipher the raw data written in a data area in a 
user phase. That is, after reading a cryptographic key with the application which 
records data and changing raw data into encryption data using this cryptographic key, 
that encryption data is written in the data area of CD-R1. Also in case this 
cryptographic key decodes encryption data, it is used. That is, the input of ID is 
required with the application which reproduces data at the time of playback of data, 
coincidence with inputted ID and ID currently written in the system area is judged, in 
coincidence, a cryptographic key and encryption data are read, encryption data are 
decoded using the cryptographic key, it changes into raw data, and utilization of a user 
is presented. 

[0030] Therefore, the inaccurate user who does not know ID Since the access to data 
itself is refused, while reading of inaccurate data is avoidable In the usual technical 
information, even if access is successful with a certain means, since access to the 
cryptographic key written in the system area is impossible, it should not decode 
encryption data to raw data, but should devise a thoroughgoing security step in this 
point. 

[0031] Drawing 5 is instantiation structural drawing of the data format containing ID 
information written in a system area, and a cryptographic key. In this drawing, the first 
example (a) has the magnitude of 20 bytes by all that consisted of each information on 
8 bytes of ID information, 8 bytes of DES (Data Encryption Standard: U.S. federal 
government standard code specification) cryptographic key, 2 bytes of manufacture 
year, 1 byte of manufacture moon, and 1 byte of manufacture date. Moreover, the 
second example (b) has the magnitude of 36 bytes by all that consisted of each 
information on 8 bytes of ID information, 24 bytes of Triple DES cryptographic key, 2 
bytes of manufacture year, 1 byte of manufacture moon, and 1 byte of manufacture 
date. It is decided by whether the dependability of a cryptographic key is thought as 
important chiefly, or storage capacity pressure of a system area is avoided whether to 
adopt format [ which ]. In addition, the byte count of a graphic display, the class of 
cryptographic key, and format structure are instantiation to the last. What is 
necessary is just to, write the information (ID information) in which solid-state 
discernment of CD-R1 is possible, and the key information on predetermined [ which 
can both be decoded from encryption data to raw data ] (cryptographic key) which 
can change raw data into encryption data in the system area of CD-R1 in short. 
[0032] Drawing 6 is the rough block block diagram of a write-once mold optical disk 



record regenerative apparatus (henceforth a "CD-R record regenerative apparatus"). 
The spindle motor 12 which this CD-R record regenerative apparatus 10 supports the 
clamping area (information non-recording area prepared among T1-T2 of drawing 2 
(a)) of CD-R1, and carries out revolution actuation in the predetermined direction, 
The optical pickup 14 which spaces substrate 1b of CD-R1, and irradiates the object 
for record, or the laser 13 for playback (generally infrared laser with a wavelength of 
770-830nm) at recording layer 1c, While having the coarse adjustment motor 15 made 
to move an optical pickup 14 to radial [ of a disk ] in harmony with the seeking motor 
which is not illustrated [ which was prepared in the interior of an optical pickup 14 ] 
The disk roll control section 16 which controls the rotational speed of a spindle motor 
12, The rotational speed of the coarse adjustment motor 15 r and the coarse 
adjustment motor control section 1 7 which controls a hand of cut, The pickup control 
section 18 which performs control of the location of an optical pickup 14, or laser 
reinforcement, It has playback/record control section 19 which controls the reading 
signal from an optical pickup 14, conversion of waveform of the write-in signal to an 
optical pickup 14, etc., and has further the controller 20 which generalizes each of 
these control sections. 

[0033] the CD-R record regenerative apparatus 10 is built in the expansion slot of the 
host equipments 21, such as a personal computer, (or it carries out external — 
having), connects between host equipment 21 and controllers 20 by cable 21a of 
predetermined signal specification (for example, SCSI:Small Computer System 
Interface), and is used. 

[0034] The CD-R record regenerative apparatus 10 which has such a configuration 
can perform record and playback of recording information of the information on 
CD-R1 as it is shown below, in addition, CD-R1 — CD-ROM — although it is a 
compatible device and information playback of CD-ROM is also possible for the CD-R 
record regenerative apparatus 10, since there is no direct relation, explanation is 
abbreviated to this invention. 

[0035] If the application program only for CD-R records (henceforth a "lighting 
program") is executed with <record actuation of information on CD-R1> host 
equipment 21, the laser on-the-strength calibration command from a lighting program 
will be first told to a controller 20. While a controller 20 answers this command, tells a 
necessary command to each control section and locating an optical pickup 14 in an 
PCA sky field (field which is not tried, written and carried out) of CD-R1 After 
controlling rotational speed of a spindle motor 12 (it controls so that the relative 
velocity in the current position of an optical pickup 14 turns into a predetermined 



rate), the laser 13 for record of provisional reinforcement (arbitration power between 
5.5-8mW) is irradiated from an optical pickup 14 to an PCA sky field, and trial writing is 
performed. Position control of an optical pickup 14 and rotational-speed control of a 
spindle motor 12 are performed according to the information (timing information and 
ATIP information) reproduced from the trace signal of 1f of guide rails of CD-R1. 
[0036] Subsequently, a controller 20 reads the data written [ were tried and ] and set 
to PCA through playback/record control section 19, and returns the data to the 
lighting program of host equipment 21. A lighting program is tried, writes, compares 
data with expected value, judges the propriety of laser reinforcement, and if a 
judgment result is "**" while carrying out increase and decrease of the laser 
reinforcement of accommodation and publishing a laser on-the-strength calibration 
command again, if a judgment result is "no", it will start record actuation of the 
information on CD-R1. 

[0037] This record actuation transmitting the necessary record data chosen suitably 
to a controller 20 from a lighting program, and performing the roll control of a spindle 
motor 12, and position control of an optical pickup 14 through each control section 
under control of this controller 20 by the user, while modulating the laser 1 3 for record 
from an optical pickup 14 by the above-mentioned record data, it records on the data 
area of CD-R1. And if record is completed, while writing TOC of closing and its 
session information for all sessions in a lead-in groove (RI), lead-out (RO) is formed 
after the last session. 

[0038] In case the recording information of <playback actuation of recording 
information of CD-R1> CD-R1 is reproduced, the above-mentioned lighting program 
is unnecessary. However, the kind of the driver software for performing the 
interconversion of the file system of CD-R1 and the file system of host equipment 21 
is indispensable. By using the CD-R record regenerative apparatus 10 through this 
driver software, a user can access the file system of CD-R1, without being conscious 
of distinction with other storage devices, such as a hard disk with which host 
equipment 21 was equipped. That is, since the file structure recognized by the file 
system of an operating system is in sight of a user, a user can use the file stored in 
other storage devices, and the file made into the object in CD-R1 in the same 
procedure. 

[0039] While the CD-R record regenerative apparatus 10 reads the TOC information 
in a lead-in groove (RI) and provides the driver software of host equipment 21 with it 
on the occasion of this file access When the read-out command of a specific file is 
received from the driver software concerned While specifying the truck of a data area 



(UA) with which the data of the file concerned were written in with reference to the 
TOC information in a lead-in groove (RI) and locating an optical pickup 14 in the 
starting position of the truck Control the rotational speed of a spindle motor 12, 
irradiate the laser 13 for playback (the point that power is stopped by about 0.2mW is 
removed, and it is the same as the laser for record) from an optical pickup 14 at 
CD-R1, and the file data concerned is read. A series of actuation of transmitting the 
reading data to host equipment 21 is performed. 

[0040] Thus, the CD-R record regenerative apparatus 10 can also perform playback 
of the information written in CD-R1 while being able to write in information on CD-R1. 
Although this CD-R record regenerative apparatus 10 is an indispensable component 
when writing in information on CD-R1 in a record phase, it is a playback phase and is 
a component needed also when reproducing information written in CD-R1. CD-R1 — 
CD-ROM — it is a compatible device, the CD-ROM regenerative apparatus is carried 
in most, such as a personal computer of these days, it is possible to perform 
information playback of CD-R1 using that CD-ROM regenerative apparatus, and since 
this CD-ROM regenerative apparatus cannot be accessed at ID information or the 
cryptographic key which were written in the system area of CD-R1, also when 
reproducing too information written in CD-R1, the CD-R record regenerative 
apparatus 10 is an indispensable component. 

[0041] Moreover, although the CD-R record regenerative apparatus 10 is equipment 
chiefly used by the record and the playback by the user, if it takes notice of the 
information write-in function to CD-R1, since it is applicable also to the writing of ID 
information or a cryptographic key performed in the manufacture phase of CD-R1, the 
fundamental actuation will go ahead with the talk by the following explanation as what 
is used in both a user phase and a manufacture phase in the above-mentioned CD-R 
record regenerative apparatus 10. 

[0042] Information record processing > drawing 7 is a flow chart which shows the 
write-in actuation (it says below, "it is information record processing at the time of 
shipment".) of ID information and a cryptographic key in the manufacture phase of 
CD-R1 at the time of < shipment. In addition, in order to use only the record function 
of the CD-R record regenerative apparatus 10 in a manufacture phase, in the flow 
chart of a graphic display, the thing of the CD-R record regenerative apparatus 10 is 
called the "record machine" for convenience. However, not only the CD-R record 
regenerative apparatus 10 but the intention of the purport which may be the "record 
machine" only for manufacture phases is included in this vocabulary (record machine). 
[0043] In drawing, if information record processing is started at the time of shipment, 



first, non-recorded CD-R1 (a "disk" is called in a flow.) will be prepared, and a record 
machine will be loaded with this CD-R1 (step S1 1). next, host equipment 21 — 
operating it — the recording information to CD-R1 — a manual entry — or it 
generates automatically (step S12). This recording information is ID information on 
CD-R1, a predetermined private key, a date (creation data) on the day, etc., and that 
format is as being shown in drawing 5 (a) or (b). 

[0044] Subsequently, if an information record instruction is published from host 
equipment 21 to a record machine (step S13), after a record machine answers this 
instruction, performs laser on-the-strength calibration processing and sets the laser 

13 for record as proper power, it will carry out migration control of the optical pickup 

14 in "the specific location" of the record section of CD-R1 (step S14). This specific 
location is an arbitration location on the field where direct access from a user is not 
accepted theoretically, i.e., the free space of a system area (PCA, PMA, a lead-in 
groove, or lead-out). It is an arbitration location (on a free space) on PCA currently 
especially recognized widely by this contractor preferably as a field where the 
existence is disregarded at the time of data playback, or PMA. Hereafter, let the above 
"a specific location" on [ of explanation ] expedient be an arbitration location on the 
free space of PCA. 

[0045] Subsequently, modulating the laser 13 for record for recording information 
(information generated at step S12) using reception and its recording information from 
host equipment 21, it irradiates the laser 13 for record through transparent substrate 
1b of CD-R1 at 1f of guide rails of recording layer 1c, forms an information pit in 
recording layer 1c of a guide rail 1f directly under, and a record machine performs the 
writing to CD-R1 of said recording information (step S15). The write-in starting 
position of recording information is the migration location of the optical pickup 14 
performed at the above-mentioned step S14 t i.e., the arbitration location on the free 
space of PCA, and the write-in termination location of recording information is a 
location which separated only the part equivalent to the size (it will be 20 bytes or 36 
bytes if a format of drawing 5 is followed) of recording information from the location 
concerned. 

[0046] Subsequently, a record machine reproduces recording information written in 
the system area by making into a playback termination location the location from 
which only the part equivalent to a playback starting position and the size of recording 
information separated the location concerned, and transmits this playback information 
to host equipment 21 while it returns an optical pickup 14 to the above-mentioned 
specific location. While judging that host equipment 21 was able to be normally written 



in when comparison collating of the playback data and the above-mentioned recording 
information which were transmitted from the record machine was carried out, 
verification inspection was conducted (step S16) and both were in agreement and 
reporting that to an operator, it judges that writing went wrong and that is reported to 
an operator (step S17). In normal write-in information, an operator moves CD-R1 
concerned to a shipment shelf (step S18) t and, in write-in failure information, moves 
CD-R1 concerned to a defective shelf (step S19). And the above processing is 
repeatedly performed until prepared CD-R1 is lost (step S20). 

[0047] Therefore, according to this "being information record processing at the time 
of shipment", hiding information, such as ID information, a cryptographic key, and 
creation data, can be written in the system area of non-recorded CD-R1, and it can 
ship to a commercial scene, and can send to a user. And in case data write-in 
processing, data regeneration, or disk copy processing in which it explains below is 
performed in a user phase, processing peculiar to the gestalt of this operation using 
the above-mentioned hiding information can be performed. 

[0048] <Data write-in processing by user> drawing 8 is a flow chart which shows the 
data write-in actuation (henceforth "data write-in processing by the user") 
performed in a user phase. A user receives CD-R1 which finished above-mentioned 
"it having been information record processing at the time of shipment" in a 
commercial scene, sets the CD-R1 in the CD-R record regenerative apparatus 10, 
and starts processing of a graphic display. 

[0049] Initiation of this processing publishes a write-in instruction from host 
equipment 21 first to the CD-R record regenerative apparatus 10. The CD-R record 
regenerative apparatus 10 answers this instruction, and reads ID information from the 
system area of CD-R1 (step S31), and it judges whether it is a support disk (step S32). 
A support disk is a disk made by a predetermined manufacturer or the predetermined 
manufacturer registered beforehand as above-mentioned. The CD-R record 
regenerative apparatus 10 holds ID information list (henceforth a "support list") of 
[ for identifying these manufacturers ], and at the above-mentioned step S32, with 
reference to the support list concerned, if ID information is registered, CD-R1 set in 
the CD-R record regenerative apparatus 10 will judge with it being a support disk. 
[0050] the message (for example, — " — this disk is not a security response.) of the 
purport to which the exchange to a support disk is urged to host equipment 21 when 
the judgment result of step S32 is "no (NO)" (i.e., when CD-R1 set in the CD-R 
record regenerative apparatus 10 is not a support disk) Please exchange for the disk 
corresponding to security. The following processings are performed when the 



judgment result of step S32 is "**" (YES) (i.e., when CD-R1 set in the CD-R record 
regenerative apparatus 10 is a support disk), while ") is sent out (step S33) and the 
write-in continuation or the write-in termination after disk-swapping is judged (step 
S38). 

[0051] First, a secret flag is added to record data (step S34). This secret flag is data 
which are used as a check flag for forbidding reuse of the plaintext data after decode 
in a playback phase as above-mentioned, applied a technique like digital watermarking 
preferably, and secrecy-ized that existence. Subsequently, a cryptographic key is 
read from the system area of CD-R1 set in the CD-R record regenerative apparatus 
10 (step S36), and after enciphering the record data which added the 
above-mentioned secret flag using the cryptographic key, the encryption data is 
recorded on the user area of CD-R1 (step S37). 

[0052] When judging whether it writes in other CD-Rs1 finally (step S38) and 
continuing writing, while sending out a necessary message (for example, "set a new 
disk") to host equipment 21, when rejecting CD-R [ finishing / writing ]1, repeating 
step S31 or subsequent ones and not continuing writing, it writes in, CD-R1 of ending 
is rejected, and processing is ended. 

[0053] Drawing 9 is drawing showing the time run of the above "data write-in 
processing by the user." In this drawing, while a user loads the CD-R record 
regenerative apparatus 10 with CD-R1, he operates host equipment 21 and publishes 
a necessary write-in instruction to the CD-R record regenerative apparatus 10. The 
CD-R record regenerative apparatus 10 answers this write-in instruction, ID 
information written in the system area of CD-R1 is read, and it collates with 
predetermined ID information list (support list), and judges whether it is a support disk. 
And if it is not a support disk, exchange of a disk will be urged to host equipment 21, 
and if it is a support disk, that will be notified to host equipment 21 . Host equipment 21 
answers advice of the purport which is a support disk, adds a secret flag to record 
data, and requires a cryptographic key from the CD-R record regenerative apparatus 
10. The CD-R record regenerative apparatus 10 reads a cryptographic key from the 
system area of CD-R1, and transmits the cryptographic key to host equipment 21. 
Host equipment 21 enciphers record data (what added the secret flag) using the 
transmitted cryptographic key, the encryption data is transmitted to the CD-R record 
regenerative apparatus 10, and the CD-R record regenerative apparatus 10 records 
the transmitted encryption data on CD-R1. 

[0054] Therefore, CD-R which has ID information indicated by the predetermined 
support list according to this "processing data write-in [ by the user ]", In short, only 



about CD-R made by the specific manufacturer to the user area Since the record 
data which added the secret flag can be enciphered and recorded, differentiation with 
CD-R made by the support list by the non-indicated manufacturer can be attained, 
and a predominance in a commercial scene can be acquired. 

[0055] <Data regeneration by user> drawing 10 is the rough block block diagram of the 
playback special-purpose machine (henceforth a "CD-R regenerative apparatus") 
used for data playback of a user phase, and the difference with the above-mentioned 
CD-R record regenerative apparatus 10 (refer to drawing 6 ) is a point without the 
record function of data. Namely, this CD-R regenerative apparatus 30 (equivalent to 
the data regenerative apparatus for write-once mold optical disks given in the 
summary of invention) The spindle motor 32 which supports the clamping area of 
CD-R1 and carries out revolution actuation in the predetermined direction, The 
optical pickup 34 which spaces substrate 1b of CD-R1, and irradiates the laser 33 for 
playback at recording layer 1c, While having the coarse adjustment motor 35 made to 
move an optical pickup 34 to radial [ of a disk ] in harmony with the seeking motor 
which is not illustrated [ which was prepared in the interior of an optical pickup 34 ] 
The disk roll control section 36 which controls the rotational speed of a spindle motor 
32, The rotational speed of the coarse adjustment motor 35, and the coarse 
adjustment motor control section 37 which controls a hand of cut, It has the pickup 
control section 38 which performs control of the location of an optical pickup 34, or 
laser reinforcement, and the playback control section 39 which controls conversion of 
waveform of the reading signal from an optical pickup 34 etc., and has further the 
controller 40 which generalizes each of these control sections. 

[0056] like the above-mentioned CD-R record regenerative apparatus 10, this CD-R 
regenerative apparatus 30 is built in the expansion slot of the host equipments 51, 
such as a personal computer, (or it carries out external — having), connects between 
host equipment 51 and controllers 40 by cable 51a of predetermined signal 
specification (for example, SCSI), and is used. 

[0057] The CD-R regenerative apparatus 30 which has such a configuration can 
reproduce information written in CD-R1 as it is shown below, in addition, CD-R1 — 
CD-ROM — although it is a compatible device and information playback of CD-ROM 
as well as the CD-R record regenerative apparatus 10 explained previously is possible 
for the CD-R regenerative apparatus 30, since there is no relation with direct this 
invention, explanation is omitted. 

[0058] It has the structure where drawing 1 1 is the hierarchical functional conceptual 
diagram of host equipment 51, and as for the layered structure of a graphic display 



make the lowest layer into the physical layer and it makes the top layer the application 
layer like the so-called OSI (Open System Interconnection: open systems 
interconnection) reference model. Driver layer 51b which roughly divides this 
structure and is closely related to the physical layer, Service layer 51c offered by the 
so-called operating system (OS) moreover located, It consists of 51 d of the 
application layers for being located in the top layer and realizing a user interface. 
Application program (for example, thing containing user interface for using CD-R 
regenerative apparatus 30) 51 e mounted in 51 d of application layers Driver layer 51b 
is accessed through operating system 51f [ of service layer 51c ] API (Application 
Programmable Interface), for example, various resources including the CD-R 
regenerative apparatus 30 are used. 

[0059] Here, various driver programs are mounted in driver layer 51b. For example, if 
interface specification of the CD-R regenerative apparatus 30 is set to SCSI, SCSI 
driver (it is also called ATAPI driver) 51g, IOS (Input/Output Supervisor) driver 51 i 
miniport driver 51 h for SCSI ports and for input/output control, etc. are mounted at 
least. 

[0060] Although application program 51 e generally uses the various resources located 
in the physical layer using operating system 51 f predetermined API, he sees from 
application program 51 e, and is not usually conscious of existence of these drivers. 
For example, when using the CD-R regenerative apparatus 30 from application 
program 51 e, IOS driver 51 i, SCSI driver 51 g, and miniport driver 51 h are used 
indirectly actually. Moreover, also when performing actuation of a file copy etc., IOS 
driver 51 i is used indirectly actually. 

[0061] By the way, special driver (henceforth "filter driver") 51j distinguished from 
others by hatching is mounted in driver layer 51b of a graphic display. This filter driver 
51j is peculiar to this operation gestalt, and the monitor of the data passed to 
operating system 51f from the CD-R regenerative apparatus 30 according to the 
demand of (a) application program 51 e at least is carried out. The first function to 
judge whether the above-mentioned "secret flag" is contained in the data, (b) When 
existence of the above "a secret flag" is judged, the copy actuation and preservation 
actuation of operating system 51f to the data concerned Refusal or a limit (For 
example, a copy instruction and a preservation instruction should be disregarded) It 
has the second function to carry out and is equivalent to a judgment means and a 
prohibition means given in the summary of invention. 

[0062] In order to realize the first function, filter driver 51j is mounted between SCSI 
driver 51 g and miniport driver 51 h, and further, in order to realize the second function, 



it is mounted between operating system 51 f and IOS driver 51 i. In addition, this 
mounting position is an example. What is necessary is to be the location which cannot 
be directly accessed from 51 d of application layers in short, and to just be mounted in 
the location suitable for refusal of the above-mentioned monitor, the 
above-mentioned copy actuation, or preservation actuation. Moreover, filter driver 51j 
is not so single as a graphic display, and may be divided for every function. 
[0063] A user accesses the CD-R regenerative apparatus 30, operating the user 
interface offered by application program 51 e, and reproduces the data recorded on 
CD-R1. On the occasion of this regeneration, operating system 51f and the driver 
programs 51g-51j serve as a lentigo-intermediary, and do not appear in a table. That 
is, without being conscious of existence of operating system 51f and the driver 
programs 51g-51j, a user can access the CD-R regenerative apparatus 30, and can 
use the data recorded on CD-R1. 

[0064] The data recorded on CD-R1 are seen from application program 51 e, and are 
recognized as an independent meeting (file) of data managed by the file system of 
operating system 51c. A user can deal with it like the data in which this data was 
stored by other storage devices (file access). While the CD-R regenerative apparatus 
30 reads the TOC information in a lead-in groove (RI) and provides driver layer 51b of 
host equipment 51 with it on the occasion of this file access When the read-out 
command of a specific file is received from the driver software layer 51b concerned 
While specifying the truck of a data area (UA) with which the data of the file 
concerned were written in with reference to the TOC information in a lead-in groove 
(RI) and locating an optical pickup 34 in the starting position of the truck The 
rotational speed of a spindle motor 32 is controlled, the laser 33 for playback is 
irradiated from an optical pickup 34 at CD-R1, the file data concerned is read, and a 
series of actuation of transmitting the reading data to driver layer 51b of host 
equipment 51 is performed. 

[0065] Drawing 12 is a flow chart which shows the data playback actuation 
(henceforth "data regeneration by the user") performed in a user phase. CD-R1 in 
which encryption data (what added the secret flag to record data and was enciphered) 
were written by data write-in processing according [ a user ] to the above-mentioned 
user — receiving — the CD-R1 — the CD-R regenerative apparatus 30 — setting — 
the CD-R1 to ID information — reading (step S41) — ID input is required from host 
equipment 51 (step S42). Host equipment 51 displays predetermined GUI (Graphical 
User Interface) of a purport which stimulates ID input on a screen, receives ID input 
from the keyboard by the user etc., and transmits inputted ID information to the CD-R 



record regenerative apparatus 10. The CD-R regenerative apparatus 30 compares 
transmitted ID information with ID information read from CD-R1 (step S43), and when 
in agreement, while it judges it as a registered user and a user inaccurate when not in 
agreement and ends processing as it is at the time of decision of an inaccurate user, it 
performs the following processings at the time of decision of a registered user. 
[0066] First the cryptographic key and encryption data which are written in the 
system area of CD-R1 are read (step S44, step S45), and it transmits to host 
equipment 51. Host equipment 51 ends processing as it is, without performing decode 
actuation, when the secret flag is not contained while decoding the encryption data 
using a cryptographic key (step S47), returning to the data of a plaintext and 
presenting utilization of a user, when it is judged and (step S46) included whether the 
secret flag is contained in the transmitted data. 

[0067] Drawing 13 is drawing showing the time run of the above "data regeneration by 
the user." In this drawing, while a user loads the CD-R regenerative apparatus 30 with 
CD-R1, he operates host equipment 51 and publishes a necessary playback 
instruction to the CD-R regenerative apparatus 30. The CD-R regenerative apparatus 
30 answers this playback instruction, ID request is returned to host equipment 51 , and 
host equipment 51 displays GUI of a purport which stimulates ID input on a screen. A 
user inputs predetermined ID information (ID information justly notified from the 
distribution place of CD-R1) according to the GUI, and host equipment 51 transmits 
inputted ID information to the CD-R regenerative apparatus 30. 

[0068] The CD-R regenerative apparatus 30 reads ID information currently written in 
the system area of CD-R1, and coincidence with ID information transmitted from host 
equipment 51 is judged. If inharmonious, while judging it as an inaccurate user, 
stopping processing and refusing playback, if in agreement, it will be judged as a 
registered user, and the cryptographic key currently written in the system area of 
CD-R1 and the encryption data currently written in the data area are read, and it 
transmits to host equipment 51. Host equipment 51 ends processing, without 
performing decode actuation, when the secret flag is not contained while encryption 
data are decoded using the cryptographic key and access from a registered user is 
permitted, when it judges whether there is any secret flag and the secret flag is 
contained in transfer data. 

[0069] Therefore, when according to this "data regeneration by the user" a registered 
user and an inaccurate user can be identified using ID information currently written in 
the system area of CD-R and data regeneration is performed by the registered user, 
the cryptographic key written in the system area of CD-R and the encryption data 



written in the data area can be transmitted to host equipment. And when the secret 
flag is contained in transfer data, encryption data can be decoded with host equipment 
and accesses (for example, access thru/or activation, etc. of data) to the decoded 
raw data can be permitted in the registered user concerned. 

[0070] Consequently, while being able to eliminate an inaccurate user and being able 
to reproduce data Since only decode of the encryption data with which the secret flag 
is contained can be performed, with combination with the aforementioned "data 
write-in processing by the user" In a series of security countermeasures from a 
record phase to a playback phase being establishable, the activity of the support disk 
made by the specific manufacturer as a record medium indispensable to these 
security countermeasures can be forced. 

[0071] <Disk copy processing by user> drawing 14 is a flow chart which shows the 
data copy actuation (henceforth "data copy processing by the user") performed in a 
user phase. In addition, although the copy-of-data point is made into CD-R in the 
following explanation, this may be an example of data reuse and a copy place may be 
what kind of storage. You may be a hard disk and other record media. 
[0072] In drawing 14 , if the data copy processing by the user is started, by data 
write-in processing by the above-mentioned user, a user will make non-recorded 
CD-R a copy place copy-CD-R1 in which encryption data (what added secret flag to 
record data and was enciphered) were written origin, and will set each in the CD-R 
regenerative apparatus 30 of a copied material, and the CD-R record regenerative 
apparatus 10 of a copy place. And host equipment 51 is operated and a copy 
instruction is published to the CD-R regenerative apparatus 30 of a copied material. 
ID input is required from host equipment 51 the CD-R regenerative apparatus 30 of a 
copied material answering a copy instruction, and beginning (step S51) to read ID 
information from CD-R1 (step S52). Host equipment 51 displays predetermined GUI of 
a purport which stimulates ID input on a screen, receives ID input from the keyboard 
by the user etc., and transmits inputted ID information to the CD-R regenerative 
apparatus 30 of a copied material. 

[0073] The CD-R regenerative apparatus 30 of a copied material compares 
transmitted ID information with ID information read from CD-R1 (step S53). When in 
agreement, while judging it as a registered user, judging it as an inaccurate user when 
not in agreement and ending processing as it is at the time of decision of an 
inaccurate user, at the time of decision of a registered user The cryptographic key 
and encryption data which are written in the system area of CD-R1 of a copied 
material are read, and it transmits to host equipment 51. Host equipment 51 by filter 



driver 51j mounted in the driver layer 51b If it judges whether a secret flag exists (step 
S54) and a secret flag does not exist in transfer data While decode encryption data 
using the transmitted cryptographic key, the decode data is transmitted to the CD-R 
record regenerative apparatus 10 of a copy place, copy processing in which it records 
on CD-R1 of a copy place is performed (step S55) and processing is ended If the 
secret flag exists, this copy processing will be stopped compulsorily (step S56), and 
processing will be ended. 

[0074] Drawing 15 is drawing showing the time run of the above "data copy processing 
by the user", and the thing of a copied material, the CD-R record regenerative 
apparatus 10, and CD-R1' of CD-R1 and the CD-R regenerative apparatus 30 in 
drawing are the things of a copy place. In this drawing, while a user loads the CD-R 
regenerative apparatus 30 and the CD-R record regenerative apparatus 1 0 with 
CD-R1 of a copy place, and 1' a copied material, respectively, he operates host 
equipment 51 and publishes a necessary copy instruction to the CD-R regenerative 
apparatus 30 of a copied material. The CD-R regenerative apparatus 30 of a copied 
material answers this copy instruction, ID request is returned to host equipment 51, 
and host equipment 51 displays GUI of a purport which stimulates ID input on a screen. 
A user inputs predetermined ID information (ID information justly notified from the 
distribution place of CD-R1) according to the GUI, and host equipment 51 transmits 
inputted ID information to the CD-R regenerative apparatus 30 of a copied material. 
[0075] the CD-R regenerative apparatus 30 of a copied material carries out the 
reading appearance of the ID information currently written in the system area of 
CD-R1, judges coincidence with the ID information transmitted from host equipment 
51, if it is inharmonious, while it judges to be an inaccurate user and will end 
processing, if it is in agreement, it will judge to be a registered user, carries out the 
reading appearance of the cryptographic key and the encryption data currently 
written in CD-R1, and transmits them to host equipment 51. Host equipment 51 
judges existence of the secret flag in transfer data by filter driver 51j mounted in the 
driver layer 51b. And if it does not exist while stopping copy processing compulsorily, 
if it exists, encryption data are decoded using a cryptographic key, the decode data is 
transmitted to the CD-R record regenerative apparatus 10 of a copy place, and the 
CD-R record playback measure 10 of a copy place writes the transfer data in CD-RT. 
[0076] Therefore, even if it is a registered user, that copy actuation is stopped 
compulsorily (refusal of copy actuation), and it can avoid performing it, when the copy 
of data to which the secret flag was added tends to be performed, while a registered 
user and an inaccurate user are discriminable using ID information currently written in 



the system area of CD-R of a copied material according to this "data copy processing 
by the user." Consequently, when a secret flag exists in encryption data, since copy 
processing can be forbidden positively, reuse of decode data can be prevented and 
security can be given covering all the phases from record to playback. 
[0077] According to the gestalt of this operation, it can judge whether it is a 
manufacturer's CD-R1 (support disk) indicated by the support list using ID information 
written in the system area of CD-R1, the record data which added the secret 
predetermined flag in the case of the support disk can be enciphered, and it can 
record on CD-R1 as explained more than the <conclusion>. And it is a playback side, 
and in case this encryption data is read, the existence of a secret flag is inspected, 
and when there is a secret flag, reuse of decode data can be forbidden. Therefore, 
since only the decode data temporarily made by the above-mentioned "data 
regeneration by the user" on main memory exist in the interior of host equipment 51, 
And it is this temporary data at the completion event of utilization from a process, and 
since it is released promptly, the trace of reusable decode data is not left behind and 
the exceptional useful effectiveness that unjust runoff of data etc. can be prevented 
certainly is acquired. 

[0078] in addition, in the above explanation, although hiding information, such as ID 
information and a cryptographic key, is written in the system area, this system area 
may be the semantics of fields other than the field (typically data area) where direct 
access by the user was permitted, and you may be a lead-in groove not to mention 
above-mentioned PCA and PMA, and may be lead-out, or fields other than this exist 
— you may be that field as long as it becomes. 

[0079] Moreover, although explanation was not added especially about a 
cryptographic key, any of various cipher systems (for example, there are methods, 
such as FEALFast Encipherment Algorithm, besides the above-mentioned DES 
method.) which are generally known may be adopted. What is necessary is to take into 
consideration the difficulty of decode, the overhead of encryption processing or 
decode processing, the volume of encryption data, etc., and just to adopt a suitable 
method. 

[0080] Moreover, the function to forbid especially reuse of decode data among the 
security functions of said explanation Although organic association with software 
resources, such as filter driver 51j chiefly mounted in host equipment 51, and other 
general-purpose drivers, an operating system, and the various hardware resources of 
host equipment 51 realizes functionally Since resources other than filter driver 51j 
can use a general-purpose thing, being together put by the program of filter driver 51j 



can say substantially an indispensable matter indispensable for "the function to forbid 
reuse of decode data" of said explanation. Therefore, the point of the security 
function concerning this invention includes the component (a unit article, a finished 
product or semifinished product) containing record media or these record media, such 
as the floppy disk and optical disk which stored all those programs or its important 
section, a compact disk, a magnetic tape, a hard disk, or semiconductor memory. In 
addition, what the record medium or component has on a network not to mention that 
by which itself is in a distribution channel, and offers only the content of record is 
contained. 

[0081] Moreover, in the above explanation, although the example of CD-R was shown 
as a write-once mold optical disk, it does not restrict to this. For example, since 
DVDCDigital Video Disc or Digital Versatile Disc)-R can also perform one data writing, 
of course, he is the associate of a write-once mold optical disk. What is necessary is 
to read a CD-R record regenerative apparatus and a CD-R writer with a DVD-R 
record regenerative apparatus and a DVD-R writer, respectively, and just to replace 
them, while reading CD-R as DVD-R, when applying the above-mentioned explanation 
to DVD-R. 
[0082] 

[Effect of the Invention] According to invention according to claim 1, if a secret 
predetermined flag is detected at the time of playback of data, generation of the 
duplicate object of playback data will be restricted. Therefore, reuse of playback data 
can be prevented and the security in a playback phase can be secured. According to 
invention according to claim 2, based on the security information stored in the state of 
invisibility, access to an optical disk is restricted to the system area of an optical disk. 
It follows, for example, a valid user can be attested and written in at the time of data 
playback, access to data can be permitted, and an inaccurate user's abatement etc. 
can aim at improvement in security nature. According to invention according to claim 
3, if a secret predetermined flag is detected at the time of playback of data, 
generation of the duplicate object of playback data will be forbidden. Therefore, reuse 
of playback data can be prevented and the security in a playback phase can be 
secured. According to invention according to claim 4, said judgment means and a 
prohibition means are realizable with organic association with the hardware resource 
and this program containing a microcomputer. 



[Translation done.] * NOTICES * 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the utilization mimetic diagram of CD-R of this operation gestalt. 
[Drawing 2] It is the external view and its important section enlarged drawing of a 
write-once mold optical disk. 

[Drawing 3] It is cross-section structural drawing of CD-R. 

[Drawing 4] It is the format conceptual diagram of each record section of CD-R. 
[Drawing 5] It is instantiation structural drawing of the data format containing ID 
information written in the system area of CD-R, and a cryptographic key. 
[Drawing 6] It is the rough block block diagram of a CD-R record regenerative 
apparatus. 

[Drawing 7] It is the flow chart which shows information record processing at the time 
of shipment. 

[Drawing 8] It is the flow chart which shows the data write-in processing by the user. 
[Drawing 9] It is drawing showing the time run of the data write-in processing by the 
user. 

[Drawing 10] It is the rough block block diagram of a CD-R regenerative apparatus. 
[Drawing 1 1] It is the hierarchical functional conceptual diagram of host equipment. 
[Drawing 12] It is the flow chart which shows the data regeneration by the user. 
[Drawing 1 3] It is drawing showing the time run of the data regeneration by the user. 
[Drawing 14] It is the flow chart which shows the disk copy processing by the user. 
[Drawing 1 5] It is drawing showing the time run of the disk copy processing by the 
user. 

[Drawing 16] It is the conceptual diagram of the conventional security 

countermeasures. 

[Description of Notations] 



PCA Power Calibration Area (system area) 
1 CD-R (Write-once Mold Optical Disk) 

30 CD-R Regenerative Apparatus (Data Regenerative Apparatus for Write-once Mold 
Optical Disks) 

51j Filter driver (a judgment means, prohibition means) 
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JEfls, 1 ;W H©«iMfeJ:tf l hOCtifiBO&ffi 

9»OfflMltt*»ar5^, ->XrAfW7ie 

m*T'&Z> 0 gfiCD-R 1 «DHft»giJ^5lgl*1f« 
(ID'IffS) t, Sf- * fcBg^f k"r- £ (C £&T' £ § 

1WR (Bg^») t^CD-R 1 cD~>7>xAl?Hi§?(Clff jA 

[o o 3 2] 06«, hyyzmycTjxtmmn 

£&B CUT l"CD-RiE®IS±gEj fcl^S. ) ©« 
l8Wa:7*D-y^ffljS0T*S. C «0 C D - R Gftff£» 
ElOli, CD-R 1 <D£5ytf>yxiJ7 (H2 
(a) COT 1 ~T 2 0HKKtt6tt/dflWHE»xy 

7) *®*UT»fJE^SiK:Brt0Birr*Xkr>K;ut- 

* 1 2 t, C D- R 1 mm 1 bSrSLTSEfSWCf 1 c {C 
20 ESfflS Tzim^miy— Vf (-«(cSfi7 7 0-8 3 
0 n m CDftft U-if ) 1 3 J&fiBflff 5 v 5 7 y 7 1 

iz-Z^-Zt WMLXft \Z V 5 7 y 7° 1 ^fVX7 

ic, xtfy k;^-^ 1 2co(aifKji^^fiiyia)-r§f : V7, 

^mK»JW«IJl 6 i:. ffllft-t-^ l 5tD(eilEjiJti:|5If5 
73lBj**iJ8Pf 5fflWt-^«iJffliaJl 7t, 7tlf-y^7>y 
7° 1 4 ©{iH^ U— !f3ftKOWSiI*fif ^7 77-v 7°^ 
fflffil 8i:. 7 l cfc;-yi'7'y7°l 43^60W#W»)fli^ 
30 ^e-y77-y7°l 4^0*«i&»fi^Ott^S}ft«OW 

[0033] CD-R8BSH4SE1 oti. /^-y-t/u 
sn ($fc(±w«ftt^n) , *^h»H2 1 tnyho 

-7 2 0 £<D®%mfe<Dfem8& W*.&* SCSI: 
Small Computer System Interface) <D*r— 771/2 1 a 

[0 0 3 4] C©J:3*«/«**rfSCD-R8B8S£ 
40 SIS 1 0 {*, J-XTtC^-r t (3 , C D - R 1 'VOffifflflD 

CD-R 1 (iC D-ROMH^Wf/UXT'S 1 ), 
CD-RgB»S4SHl 0«, CD-ROMCQlf«M 

[0035] <cd-ri s\comw<Dnmmtt>*z. h 

ir'CD-REil?ffl77')t->3>7n77 
A (WT r^-r-r-f >^'7p^5Aj t^Oo ) *3if7 
nt« y^D^AfrBci/- <f5S 
50 l^t'J7U->'3y3?yKtf3>hD-7 2 OtCfi 
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SM»«»cmH0«**£*, 7ttf7 77 7 7°14£C 
D-R 1 ©PC A£iS$ (HL»#*nT^4V^1H«) 
(CfeH^-tiSttttC, X^yKM-^l 2£D[H]$Eiia 
%*J» (ftfcf77777°l 4©SfiEffl|lK:ett*ffl»a 
*jy3fSatti:4*J:9K#J») LfdlL ft £7 7-7 7 
7 s 1 4fr6V£ttA (5. 5~8mWOHOffiit^7 
-) ©Eflkfflb— f l 3*PCA£«ttE!S*fLTHL 
«££fT7 0 7^^7^77 7*1 4<9{ufiltiW3 < fctfxe 
fKM-* 1 2QEItagS:Wfll(i. CD-RlcDUfi 10 

flWHti«fctf AT 1 PtiWH) KffioTfrfcttSc 
[0 0 3 6]^T?, 3>hD-720li, S£/12S 
M»8Bl 9^LTPCAtttLftSnftf-*%tt 

-psnti\ cd-ri'n© 20 

**OIE«IM^*DBi6-r*. 

[0037] zmmmmt, a— ytiorasfca 
wsftfcm^oneiiT- * -r f - * > 7Vd 7*-7 a*> 

hp— ■ 5 2 0£{5x., o<oM 
»©T\ SM^gPfc^LTXt^K^-* 1 2©@Ie 
»J»*5«t tfTt bT -y 7 7 7 7° 1 4 ©ffi1ISJ»*fT^oo, 

±fei2^r- * T-Tt e 7 7 7 7 7° 1 4 e. cot ens u- 

1 3*EMLW5CD-R 1 Cf-?i'J 71CBM 

t^T©t7^3yWi;, ^(D-byiyaytm 30 
©TOC*y-K-r> (R I) J: fttg 

■t7i/3>^tcU-K7^h (RO) £ffM-T3o 
[0038] <CD-R1 QfBBflt «©H4»fl!> C D 

-r i <Dimmuzm3itz>mic±m ; 7'{f-'<y77a ■ 

f-Ai:*xhSl2 l©7 7^;l/->XfAi:£DffiIf« 
*fi^ fc*6©K5Y/vy7 hOSti^ST-SSo 3.-- tf 
{icltO K7^V7 hfcfl-LT C D - RiE8fl£8H 1 

o^?ijffl-r§ci;fcj;7, ^xhgH2 iia&mztifc 

"f ICC D-R 1 <D7 7^>\/i/X7-lxlCT5-bXtZ><l£ 

n^7r-Y;l/i:|si^<?)^|iMT'CD-R l rtogWfcfS 
7 7-r;l/^Jffl-rsci;A^T*t^«J;9(c*oT^So 
[0 0 3 9] CD-RIS»Hafe«lll Ott, C077^ 
yl/77-feXlc^UT, (R I) F*9<DT 0 CfHf 

■f Settle, SiK7^ < ;y7hi!)^^77^;Wi 50 
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StjASnfc7 r -^X'J7 (UA) Oh7-^S1f£ 
U €"Oh77^<DFJ%fiS{c:7cbf 7 7777*1 4^fi 
H£-e3fc#£, Xtf^K;!/^-^ l 2 £>@$EMg£$-iJ 
»L. itkf 7^777*1 4*^S5feffl<DU— 9* (/<7- 
rt<0. 2mWS«JC«I*6n*jj![*B5*IE»fflOU— 9 s 

t(i)i;t<D) l 3&CD-R i tBaWLraKTr-f/i/ 

[0 0 4 0] CO^lc, C D-RfBiSSaSEl 0 
tt, CD-R 1^0lf$S©Sf ii^T7ui:^T't5 
CD-R ite»*i&SnfcflWB0?f£fcfT3c 
£#T-t5. C©CD-RE»iS&*lil Ofi, RMfi 

prec d-r i '\oiwBo»*a**tT5«*tiess^ 

^T-$.5o CD-R 1 tiC D-R 0M3>/<fOf/W 
XT\ ft^©^- V i-Jl 3 > a - £ $ : ©IS £ A, if {C ft 
CD-ROMS«fe8H^»««nT*5«3, ^£DCD-R 

0 MH£&H$f > Jffl LTCD-Rl OfiMHTii4*fif 7 C 
fcfeRj^T'&Stf, C<DCD-ROMif£gHtt, CD 
-R 1 0->XxA®MtCliftjA$n/c I DtifffiW&9lt 
fc7*-feXT*££v>fre>, W0, CD-RlfcS£ii 
*nfc1»*80S4*ff C D- RGft??£8H l 

[0 0 4 1] i/c, CD-RiB»?f£8IIl OJifeotf 

cd-r l'soniM^aftttftUcffiB-rsi:. 

*W»m;J\ C D-R 1 OBiifi&PBTfTton* I Dfllff 

0^T-{i±iS£D cd-r isiis^si i o tt^L-mmt 
[0042] < mmm mm®m>m i «, cd-r 

1 ©S/ifiKKfcfcttS I Dtf$Bi;Bg^a©StjA*i/jff 
^ + -hT-$»^ 0 ftfc. HifiOKTM:. CD-R8ESS 
-f- + -hT*t4CD-R35SS4SHl 0©Ct^rfi!i: 



W(c riBS«j fcftLTVVB. fit, C^ffllg (IE® 
IS) {cti, CD-RlBiSS4Sfii Otcpge-f, ©3ilS 
Pg^fflcO "IBW TfeoTt J:i»ltoatHt^*nT 

[0 0 4 3] Htefel^T, UffiB$1imiE»tt9«Mtt'r 
$-f, *IB§|CDCD-R1 (7P-cpT'{± T-fV 
X7J fc»-rSo ) *fflKL, COCD-R 1 
(cS«-r?) (Xf'yys 1 1) o #fc s ^Xh8E2 1 

*«w ltc d-r i ^mmm®*^kf]£rz&\m 

£.f&tZ> (XT77°S 1 2) „ C<08B»1S«ttCD-R 
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ft) ftifT'fcD, ?fl)7t-V7H±, 05 (a) 
« (b) fcjjrf fcfcO-p&fco 
[0 0 4 4] #^T\ 7X h=&B2 1 frblSMcftL 
T*iBEii***»fT-r5i: (Xf'yys 13), Gft 

Lfcik, ftt?-y^7-y7l 4£C D-R 1 OiE»S«<D 

"#^ffifi" tc^iMPJtP'rs (xf7^s i4). 

ffitf>6fttVfc^fci& ->XfAW (PC 10 

A, P M A, U-KY^SfcttU-KT^h) ©*flffl 
M$±©ffi§c{jz§7£3 0 l^fcJff L<li, 7-*H£ 

S*VTV*PCA$;fctiPMA±<0 (*fiEffl{®«Lh<D) 

H" £P C AO*f$fflH^±cDffi«f5Si:-r^o 
[0 0 4 5] f£§l$Ui, 7Xb$IB2 l fr&E 

*©8B««B*flI^T8E»ffi U— *f l 3 Loo, 
lE&fflU— «f 1 3£CD-R lOi^lil b£fl-L 20 

THaw i c oxnffl i f tcesAt u ssrtw 1 f etc 

GfMl cfc1f$B£<y h*««LT, tu8ElE»ISf«©C 
D-R ls\<DWZ&&Zft5 Uf'^S 1 5) o E&i 
*«W*t3i*R|j6(aiBti, ±12X7 -y 7 S 1 4T*#f7 

Sftfc3te^y*7v7i 4©&»{aiH, 7&b-s, pc 

AO*fl»fflfH«±Ott3ttt|iTft 0 , GflHff *B©»£ & 
0 5©7;j--V'y Mcf£x.{4*2 0A-r h$fc{4 3 6/V 

h) ic«ar*»«^«nfcffiB-p**. 

[0 0 4 6] #t>T\ IBiHStt, 7te-y^7>y7l 4 % 30 

ffifi, tsmm&oyjXK. m i f « w*nfcttii* 

IS<DPf£*ffv\ CORAHS**:* h»B 2 HCIejM 
1"§c *Xh8B2 I 14, fBa*fr6te&SttfcS£-r 
- * t ±iESBS1t$H t *Jt«JB* L U 7 r YtftaE* 
ffl^ (X7-y7S 16), PHStf-SLT^ntfiElitfc 

OB*fflt#k:«fii-r* (X7-y7s 17). imm 40 

t±. iES»tii*$Rsn©Ji^(c^i5CD-R lzmmim 

s\®W)L Uf7^S 18). St5i**»«»l€>lS^ 

icMmc d-r i £*fifi«'\£irr* (xf77*s i 

9) „ ^LT, W±Olfll!*ffl*?nfeCD-R 
<ft5ST?»*}jgtTHff-r5 (X7-y7S2 0) o 
[0 0 4 7] LfttfoT, CO raiffiH$1S«SES$&&J 

tin**, *aaa©c d-r 1 o->xtai«c i d« 
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[0 0 4 8] <a-+Rc£57-*tf£iAWI>Sl8 

ri-Hffcia-r-^stj&^ftyij t^d. ) £^7 

SffiSj %*$AfcCD-R l*ffi«T'A#U t©CD 
-R 1 £CD-Rffi»?f£gif 1 0(C-b-y h LT, 

[0 0 4 9] c©fflI*flM&-r*i:, $-f, **h£B 

2 1 6 C D - R te^S^Sl lO'Nff i& 
fT^n§ 0 CD-RHBip!£^ffll 0ttC©*^tj£H5 
LTCD-R 1 0->X7AfiJgifrb I Dfll!B$R#tbL 
(X7-y7S3 1) , ^-h7^X*T*&5fr£fr£ 

WS-T* (X7-y7S3 2) 0 U-tf-h-r 

- R |£ftH£ttllt 1 OtiCtlB <D^^#^ii«HU7 § fci6 

*fi5KP tTt3 0 , ±|?2cDXr -y 7 S 3 2 T'^iiS+f/K- h 
U X h **Bg LTID 'If «tf SggWefcfttf, C D - 

RHeiiM^Siii otc-t-y hsnrt^c d-r l^-t 

h r ^ X ^ ? * * tWJE-T *. 
[0050] X7 y 7 S 3 2 ©W^BS^ "5" ( N 
0) 7^:^, CD-R|B»IISfeaHl OfC-fe 

•y hSttT^SCD-R 1 ft^sH- hrw X^T'JQ:^^ 
^tt, 7Xf>gE2 1 X^-\(D3S 

*a'Jf--fW)C£T*f4*»)$-l*A/. •t*aU7-i'WJl6CD7 
-rX7(C^LT<fc$l\ " ) ^rilttb (X7-y7S3 
3) LT, 7VX^7^moSf ii*«HT*fc«:»*ii 
**±JBW3e (X7-y7S3 8) 75-7?, X7'y7S 

3 2©WStt««« "ft" (YES) <Dif£v7;S:fc>-5. 
CD-RISSH^SHI Ot-t-y hSftti^SC D-R 
1 h7-rX^7'fe5^{±, KTK)ll?ifT 
75 0 

[0 0 5 1] S-f. I2®r-^jc«ffi77y*f*/n]-rs 
(X777S3 4) o LOK77y"«, t5jjg©i:t5 

^±7-5/"ci6©7x-y^77yi:LTffli/^n5t©T' 

D-RieiiS4^Hi otc-b-y h^nri/^cD-R 1 

0'>Xf-A«S**»6IB^It*»WHHL (X7-y7S3 

6) , *<D^m*m^T±&(o®&77?*tti}aLrz 
r i (Dzx—ifffimicifcrn-rz (xr-y/s 37) „ 

[0 0 5 2] mine, fflOCD-R 1 ICWtikfrZfi? 
frgfrfcW^L (X7-y7S3 8) , ^tjA^mfe'c7 
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3£ftfC, «tjA#£r#CDCD-R l^U^'x^hLT 
Xf'^S 3 1 ttRfcHDSU »*i&**«ttLft^ 
«^{i«tji*»F*OCD-R 1 *US?x»hUTj!Ul 

[0 0 5 3] H9&, ±E ra— «fU:J:*T-***& 

T, a— «ftt, CD-R 1*CD-R|E»S^KH1 0 

#ii**^*CD-RgESII4SHl 0{£|gfT-r«o C 

T> C D-R 1 OS'X-rAfflKKSt&Snfc I DflHH 

*xhgB2 ncWLT*©i%iiar5 0 *x 
±mm i o LTHg %m&M&t 3„ cd-r eism 

£SBi 0«C D-R l©->*r2»fWab»B«HHtfc« 

#au ^<DHi!§gi^^xhgii2 1 tcte^-rso *X 

r-£iB2 H4(EjM5n/'cl«^a*ffl^Tl5»-r-^ (til 

tzcD-RmmoLmwi oizmmt. cd-rss 

[0 0 5 4] LfttfoT, la— ^(c^S-r-^S 
ttfc I Dtt«*#OCD-R, S-r^fC, tt£0Bti£& 

i o Tft eft/c C D - R t OgJSUftfcHS C t 

[0055] <a— tftc z&T—znk®®^ i o 

(WT TCD-RS^SBj fci/^o ) ©«B§W&7n 
•y*«JSBn?<&9, M»©CD-Re»if£SiBl 0 

^T'fe^o ?%it>%, COCD-RS48I3 0 (fgf$ 
ofiBtlSKo^-T h 7yx§y-)tf : V x*fflr-*S£ 
SBtcti^) «, CD-R10^7>^Xi;7%i 
l#LrPiT^I^(C[51$E|g»)T§Xlf>F;l/€~^ 3 2 

CD-RlOS«il b*38UTSBSJBl ctH^ffl 
©U— «f 3 3£RaSrf Sfttf';/ ^7-y7°3 4 i:, ftfcf-y 
* 7 -y 7° 3 4 cDTOcpStt Sfifc^BbtfOS'-**- £ 
£ tap L Tft tf -y ? 7 -y 7° 3 4 £x> X ^ (D^Wi fofc 
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3 6 fiftt-* 3 5 OOtuStt 4: EHE^riRl*»J»^- 
5Stt*-*ffl«S3 7 fttf'y^7-y7°3 4 ©fuB 

* u— tfa*oww*fT ^7 7?7 ^muisigFR 3 8 1 , 

ft M -y * 7 -y 7* 3 4 *> e> *) ti&(D&BKiim<D 

mw*fi o n±mm$s 3 9 1 zm x . $ e> ic. ens© 

[0 0 5 6] C©CD-Rff£3£B3 Ott, Hij31©CD 

-RMf£gfii 0 fcrattfc, /<-yt;V3>iia- 
10 *^©*xr-gfis 1 Mcflasn ($rc 

«^Wt?n) , *XhSB5 1 tni/hn— ?4 Oi: 
©M*»f*Ofll*lli« (W*«N SCSI) (D>t-7jI 
5 1 a-p»«LTffll^6ti* 0 

[0 0 5 7] CO±9ft«|J«**rr«CD-Rfl4(ftH 
3 0!i, J^TtC^ft*3f3> CD-R 1 t*tii$tlfc 
1t$gOS^tT9ui:^T*f 5 0 4ts % CD-RKJC 

B3 014. 5fe{cSiWL^CD-R3E»fl4«Bl 0 t:fS) 
Mlz C D - R OM0ffl«Pi£fcwri!6?**#, *?g0Jli: 

[0 0 5 8] Hi Hi, *X Kg,l5 1 QRSJSfttitflgilS 
^ET'feO, El^iDKBSiiti, l*«»5 0S I (Open 
System Interconnection : MR'Htis AIIMIHS 

77'yy->'3>'Si:1-5^3i«:^LTi/>5o C«#?ii 
i/Xv-L (OS) fc<fcoTffiflt£ft3-9--tf*JB5 l c 

a±{iH(cfiBtT3i.-+) : vy^-7x-x^^ii 

30 t^tctb<D7y) f T-i/3 >/f 5 l dWftD, 77" 

n^7A (flWAtf^ CD-RH^»H3 O^rfijfflT-5/c: 
46tDa— *fW>^-7x-X^#CytcD) 5 l efi, f 
-tfXB5 l cWl/-f^>7*yXfA5 l f<OA 
P I (Application Programmable Interface) ^r^rLT 
K7^n'f5 l b(C7^-tXL, WAtf, CD-RS3E 
SB 3 0£liC46£:Lfc&ffiy V-X£fiJffl-f5 0 
[0 0 5 9] CCT\ K7-f/^5 l bfctt£ffl£tt& 
F^^/^ny-^Atf^jnn^. ffJAtf, CD- 
40 RW4S13 0©Y>^-7x-X»S C S l 
5 4:, 4:tS C S I (ATA P I F^-f 

^4:ti/^) 5 l g-^S C S I jH-hffl©5-4?-h K 
7-l'/^5 l hfe«fctfXlB*»J8PfflOI OS (Input/Out 
put Supervisor) K7-<A5 l i £4f#H^$ftT^ 

[0 0 6 0] -f3StC77 P U'7'-->3 >7 , Dt'7A5 l e 
tt^l/-f^y7*->XfA5 l fOfSOAP I^-fiJ 

mn, 77' l J7--i'3y7'D77A5 l efrftiT. C 

50 n^<D¥^^ ^<Dm±\tMMin^\ wmz. ryv 
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y-i/a^D^LS 1 efrbCD-RS£8!3 0 
£fWt£>±§£. HPSUCii, I 0 S K5-f><5 1 i Jf>S 
C S I H-^-f 1 gfcitf^tf-F F7-fA5 1 h 

ft£*fT9*£i, SSBHcii I 0 S F5-C/S5 1 i *ia 

[00 6 1] £c:3T\ H^OF-tV^JI 5 l bfcfi, 

-ivl'* Fv-fAj i:i^ 0 ) 5 1 j tfHSSttTVSo 
:<07^M 1 j «*HS6fgJg{Cl$WOtO 10 

T\ (a) 77'jy->3>7 , Pi'7A5 1 

e ©g^lC/S DT CD-R f|£8fi 30A> 6 U-r 

jtp*«3e-r*»-o«<nt, (b> ±12 -mmy^if" 

4 y Vis 7,7- 1*5 1 f ©aeHftfl^ftSftftfcJgS* 

o-rsci:) * % ®-<Dmm t %m-o & ©t-$> o , nm 

(Dm g 1 2«©f £ tf «lt#©{Cffi 1 1 * t <D 20 

[0 0 6 2] SS-©«M&££Srf Sfcfefc, 7y;I/* F 
5-f/*5 1 j JiS C S I K7^A5 1 g i: 5 — h F 

7-T/^5 1 hOHIfcHSSftTfcD, set, igz:©« 

flg*^-rSfci6K, ^U-f^y^>XfA5 1 f 
I OS K5-f'*5 1 i OBt||8Snt05. 

1 dfre>i6ft«{C7**XT*tfclMS«T'fcoT, Ji. 
o, ±IE ; E-^-t±S23t-ilff-V>«fiFl(iffOJ§Stc 
atfcffllI»clt««nTv^tHfJ:i/^ Sfc, 7-r/l/^K 30 
5-fV*5 1 j »40*©J: 5 £*-©£©-!?*<. 
cT 4: K#*J Z ixtc t> o T t <fc i# \> 

[0 0 6 3] a-nfti, 77Uy— >3>7a^7A5 

L&tfBC 0(C7^-fcXL, CD-R 

l K3E8Sftfc-r-*<E>S£*?75. C©Pf£Mc^ 

^*vA5 1 g ~5 1 j tin^wftftfl-Sfcao-cmm 

fA5 1 f J f'F-7-('A7ny7l>5 1 g~5 1 j (DW1± 40 
^tcITfSCt^, CD-RB4SB3 0(C7^-fc7 

u c d-r i {zimztitzr-zmmtzztftx* 

[0 0 6 4] CD-R WCWZnTzT 1 -*^ 77°V 
y->3^ny7L5 1 e^SMT. r-f> 
^XfA5 1 c077-fyl/>'X-rAK«fcoTga*n 
£343: LlTcr -*©*£•? fcLTSSISiSn 
a— tftt, c©7-££fffi©ffitS7/^7fctg*fii2 
nfcr-^i:|pl«tcS{0Si5 (77^;l/7^tx) 
^T*t5o C D-RfS£S8S3 0(4, C©7T'f";U7^ 50 
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-fcXicpgLT, 'J-F-f> (R I) F»9©T0CfiMfi*& 

^KK7^/^V7 h-Jf 5 1 bfrbtf^T-OU 
©RfctHLnvyFfcSttEofcJf^li. D-F-O 
(R I) rt<DT0Cl9ffl*^SgLTSK7T-<;KDf r - 
^^»€iitn/c7-^xU7 (UA) Oh77^Sfif 
£U f©h77i'OMilC)te7^777'3 4£ 
{iB£-tt5£«{c, xe>K/l/*-*3 2©mgjIgFg: 
frJSPL, 7ttf-y^7-y73 4 frSSSfflOU- If 3 3£ 
CD-R 1 K!SftLTS!5&77^;UT-**«*Bl!?, 
^©M&$!DT-*£*Xr-gB5 ltDFvf A/15 1 

b KH&g* § <> ^ 7 -soijft^^T-r s. 

[0 0 6 5] m 1 2 fi, a-tfglgT'UfTSftSr-* 

7o ) £*-f7n-f-*-FT*&-5 0 =l— *ft4, Bija-co 
a— tf £ ijf-^ § * &*Safltc J; o TBi^ft7- £ 

#S£&*ftfcCD-R l£A^U fOCD-Rl^: 
CD-RPJ£^B3 OK-b-y hLT, f«CD-R lfr 
6 I DflHB^KJSHH-r (7r-y7S 4 1 ) *7. 
FSB 5 1 (CWLT I D ATTEST 5 U7-y7S 4 
2) o *Xh8H5 1 {4, Hffi±fc I DAT^ffl-ft© 
ElT&cDCU 1 (Graphical User Interface) 
3.-1fKJ:**-jJ?-K«^6ffl I DAft£§tftttt, 
A^^nfc I DW«%C D-R|E»||4»H 1 OtCfciS 
t%o CD-RS4SS3 0(4, teilSSnfcI Dffiffii: 
C D-R 1 frZWifryLLri I DfiffSfcfcJtttL Ufv 
7S 4 3) % -SLfeJl^ttiEflla— If, -tL§*7 

a*©* s joa*»7-r*-^ iE^a-if©iijrrHf {c 

[0 0 6 6] S-f, C D-R 1 ©^XrAfaStfitii 

7S 4 4, Xr-y7S 4 5) , *X h^B5 1 lOfcm? 
%>o *XFSS5 1 », <egStt;fc-r-*fc*!&77y 
*^$nT^5^S*^JSL (7,f77"S4 6) , # 

fg^L (77-v7S 4 7), ¥£©-r-*(cMLTn.- 

tf©f"jffl{c«-r5-^, a^77^-t$nrt^i/^i 

[0 0 6 7] HI 3ti, ±j£ ra— tftcj:«r-^||4 
a-iftt, CD-Rl*CD-RBfiE«B3 0klK«t 

s^«tc, wnsi5 1 Lxmwnn&fiitt 

CD-RS^«B3 0KKfT-r*o CD-RS4S13 
0«C©S^#^fcjcS»LT I DS*^JhXh^B5 1 
CjiU *XhKB5 l ttWi"fli±K I DA^^rtol-rilr© 
G U I ^rg^f 5o a-+/{±, r-©C U I icVL-DXffife 
<D 1 D tnf$8 (C D-R 1 ©ffi^li^SESKMjEP^nfc 
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I DflWfi) £A*)U *X K&S5 1 tiAfcSftfc I D 
tfr$S£ C D - R H4SB 3 0 fc$E^-T So 
[0 0 6 8] C D-R|f£=gB3 0(4, CD-R1<7» 

X hSB5 1 fr6*EjM£ft*: I DIM!*: L 

-en £*j§st s -a l t ^tus iE jsa— y £ *j 

WU CD-R 10^f-ASS«t*tii*nTl^Bg 
£ x- * x y 7 (c 9 £ ii S n T i W^ft-r- £ t 
*ffi#fflLT*Xhttl5 KCfEjM-rSo *Xhgfi5 10 

1 (it, $E£7 f -**(C$&77^tf£i>fr£fr£W;£ 

^THi*f{bT-**fS^U IB£3.-+ffr6cr>7*-bX 

[0 0 6 9] LfctfoT, CCO m— tf(c£ Sx-^S 
fCfcntf, CD-R£D->XTAgl^{C«tjAS 

a*^*>nTV^«^fC, CD-RO^f^«Ef 20 

* & £ nfcHg s§g| £ r- * x «j 7 (c m * 3i S ft ft Bg-sfft: 
r , KiM-r— * «tnc«67 7 #s ft t ^ 5 , 

*X hgBT*Bg^fkf f -^(Dffl^*fTl/\ «^£ftfc£ 
[0 0 7 0] *©*§H. ^iEa— •f%SH»LTf J -*0 
hijIBcd ra-iftJ:4r-^»tji*fflaj 30 

[00 7 1] <a— ♦f{c£3'rVx*3t;-$ag>EI l 
4 a, a— «fg«T?*fT**i*7 s -*ritr-iiff (WT 

ntf-Sfr&CD-RfcLTVSjb^ Cftttr-*f5fijffl 40 

[0 0 7 2] 0 1 4(c:fc^T, a-ftci^r-^ntf 

C D-R 1 Srnkf-fc, *8B®©C D-R§3t:-5tt 
L, ^ft^ftfcnfcT-TctDC D-Rff£g§3 0 fcntf 
-5fe<DC D-RESPJ^iSl OK-fey -So t L 50 
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T, *Xh8B5 1 £tlftLT3t c -^CD-R|?£ 
H£gB3 0(4, 3tr-#*»d5»LTC D-R 1 fr6 

i Dimzffifrmt uf7 7*s s i ) t«c *7h 

SI 5 1 tWLT 1 DA*j£g*f 3> (Xf77S 5 
2) □ *Xh«fi5 1 (4Hffi±(C I DAflfctStSOBT 
£<DG U I **SLT3.— If FffrbC 
I DA#*£t*tttt\ A77£ft/c I DfllfB*3li-7C«D 
CD-RS^Sffl3 OtClciM-r^o 
[0 0 7 3] ntf-7C«^C D-RI?£1£S3 oti, 

$n/c i umnt c d-r i fr*>m.&jLWi i d tt $s <t 

— tfOWW^ttt, ntf-7C«DCD-R 1 CD->7x-rAM 

T*Xh8B5 l (cIeM-TSo *XhSH5 1 ti, ^ 
1 blcHig*n^7-f/l/^K7i'/^5 1 j 

WWb UT77S5 4) , «8B77y*^aEL*ttn 

*OtS#r - ^ * n ¥-%<D CD-R f 2»SSSH 1 0 
iciltaMLTntr-ftcoc D-R l fcflESI" 5 t^r> 3 tf 
-jfla*SHf7 Uf7 7S 5 5) LT«La*»7-T5- 

e^tucfjj; Uf77S5 6) LT^II^I*7T5o 
[0 0 7 4] 01 5tt. ±15 ra— *flcj;5f r -?3tf 
-#yU O^-i'A^^^-rHT-ftt). 0^CDCD-R 
1 i:CD-RS4^H3 Olinkf-TcOt^, CD-R 
1 0 D-R 1' i±nb°-^<Ot^T-$> 

CD-RK 1' **n^nCD-RS^8E3 0i:C 
D-RE»H4SHi OlcmMtZtmc, t^hSS 
5 1 L Tf/tS^ n ne-K;cOCD-R 
S4S13 0{c5§ff-rSo nt?-7t<DC D-RS4S1 
3 OJiiKDne— ^tJSSLT I DE3R**Xh8B 
5 1 CiBU *XhgB5 1 {»ffi±tC I DA^^fS-f 
lOG U I *^-T-5o 3.— If 14, ^OG U I IC^oT 
f%m<D I Dffiffi (C D-R 1 CDiH^5t^6iEl{C3ia$ 
tlfc I DflHB) *A*U ^7.hSB5 1 liA^nfc 
I Di«$S^3e-7tcDC D-RS4^B3 0 tC Ie^T 

"So 

[0 0 7 5] 3e-7£(0CD-RSa£Sl3 0(4, CD 

-r i (DisxT&mmcwz&tiftT^z i ummzm 

*ttJU *7h8l5 1 fr6K5MSn/*c I D1f$Bi:cD- 

mzmjt 5-7?, -a u r o ^nai^a-if t wrr 
u cd-r nca?tji$nT^5Bi^iiitBgimr- 

B5 1(4, ZOYvJtms 1 b(Ci;g?nfc:7^;U^ 
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<0CD-R8B»lf£SHl 0 icing U 
-RESMItfil Oti*fl!)<EHt7-*£CD-R 1 ' 

[0 0 7 6] Lfc^oT, C<75 la— iffcj; 5f-^ 3 

mcWZ&ZtiT^Z I DiIBB*ffll^TiES!a— 10 

ftWto£ttfcx-7cD3£-Am>ftJ: 9 i: L1i®& 

frb, «^7-7©lf?yffl*IS±^SCi:tfT*^ Eft 

[0 0 7 7] gjttBLfctfctK #11/51 20 

OJBflgJCfcntf, C D-R 1 tOfXxAfMK^t&S 

ftfc 1 Di»«*fflv^T> -y-st?- h y x ncE**nfc« 

j£#©CD-Rl W-f-hrVX^) "PfcSfrSfr* 
. W-hfYX^ OJS^tc3fSoaiffi7 7 7" 
*ttiniLfcE87-*£Pg^{tLTCD-R 1 iCsmt 

5 0 LfctfoT, *Xhgfi5 1 OrtgPfCti, Mai© 
ra—tftciS-r-^S^U fcioT^y^y 30 

Lfr£>, c©-fW7-7(i7°n*:Xfrb©?iJ^7iK! 

056tt#8iSn*«:fc«:fc<, x-^^iE?Jittti^fiS ■ 

[0 0 7 8] ftft, W±<DKWT«, I DfltWWHt 

WSSftfctt* «*8J«K«7-*xy7) UW©1H* 40 
fcl^S bukEOPC A^PMAfifSS/u© 

[0 0 7 9] S fc, Bg^HtoV>T«, ftKffiEfcia* 

m*.l£. ffii&<DD E STJiftl^fCk, F E A L : Fast 
Encipherment Algorithm^: E<D'fi : g.1j>&%>o ) <DV v f 
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[0080] %fc. m?mw(D-t**VTjmm(Do 

b*XM£S5 1 lc|£g$n£7^7 K7^^5 1 j 
^©fficDrAffl K7-r/^t3«fct>**^lx— r-c y>f i/7.7- 

mm$tiz$><Dv$>%i)\ 7f k5ivn5 1 jtw 

^5 1 j ©7*P7*7Afcgi&;*ftT^3£i,>9ei:;bV 
-fy Mi, *-ttb©7"o77 AOT^TSfcli^OSSfl 
7h7Vx7, $^7-7°, /^KfVA7J/cli¥W 

ft * * y * if ©iB»«f*g t < 14 c n & ©E£i$ft 
•r^o 4*, *©E§^ft£fcti#»Mi, wifcji 

Vm&mcCDZ>&<Dl l i.$,*>?>A,<DZt. *yh7-7± 

[00 8 1] Sfc, &L±<Dm.WVlt. 7-Th7yxS7t 
f^77t L-TC D-ROMil/W. CftfcPSbft 
V\> #J*.li\ DVD (Digital Video Disc£fcliDigita 
1 Versatile Disc) -R& 1 IHf£lt©r— ^Stai^ 

fTdcik^T'ts^b^ i-bSA^hyyxgyftf-'.r 
x^wra-efc*. ±es«w*d v d - Rtcaffl-rs® 

CD-R*DVD-Rk^#x.5i:«{C, CD- 
RESff^SH-^C D-R^^-^nfflDVD- 
RE»S£&B» DVD-R^^-tUSSntfJ: 
l\ 

[0 0 8 2] 

Biffi-r 5 c t So w*a 2 E«o«iflic *<itf , 

Jttrw X 7©-y X7A^{c^pI^mir^$nfc-tr 
+ a V T -r 1f SltcS^I, >Tt£7 f X 7 'N© 7 7 -b X 

-1— «f*BSE l re t ^7-^^(07 7 -t x^g-r 
iR]±%B5ci:#-pf?-5o tt*^3E«<oawc«tn 

tf, 7- 7 ©S^«f fenff S©1»!B7 7 7"A^tH $ n§ 

t, s^7-^©^jffl*Pi±Lr, ^em(c«^« 

■b + a 'J 7 f Sr««t5 C k ^T' * 5 o 4 Sd«© 

mMc£tii£ s 7 -< 7 □ 3 ytfa- 7 ^r-grty^- K7x 
7 'J y-X kiS^n 7"7 A ©WMW^^fc «k o ThuE 
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m i ] *nwm<» cd-r (ommm^rnvh^o 
[02] hyyzmK'rjxtcDftWimtsi.zfztD 

[13] CD-RtD«ffB^0T'fe5o 

[0 4] CD-R©#E»«*©7*-vy Mtt&HT 

[05] CD-R©i/X-rASS«tc»tii*ns I Dill 

Sc 10 

[06] CD-RffiSS^SfiO«m8W*rn.y^«fiJt 
0T'&5 O 

[07] affif«flH8ESiEa*^r7D-^+-h-e* 

5c 

[0 8] a-iffc«kSr-^»tii*«yi%^-r7n- 

[09] n— tf[ci5r-^«tiA^5aiio^YA-7y 
%^-T0T'fe5c * 
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* [010] CD-RS&8H©«*W47n'y**Jfi)tBI 
TS5c 

[011] *x HSHi7)PSJBW*ffi««:BIT*S5o 
[0 1 2] a-<f(Ccfc3x-2jf££afi£^-t7n-?- 
*-r-T'$>-l>o 

[013] a— »flc c k5x-£lf£4!aJicD^A^y ; & 
SVf0T*&3o 

[014] a— >flc<fc5rVX7ne-$nJl£^T7a 
-^^-hT-feSc 

[01 5] a— yjctsr-r ^^3tr-saa<o*-rA7 

[016] fig*o-b*iy-f--r»jRolitS:HT?**. 
[fr^co!^] 

P C A Power Calibration Area (v-XfAW 

i cd-r CrJbvyxmXT'm?) 

30 CD-RB4M (5-rh7>XS!3fcr*X*ffl 
5 l j 7^^F7^;^ 8±4M» 
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